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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Aisha Ahmad (Reg No. 47,381) on Feb 12, 2008. 

2. The claims are amended as follows: 
IN THE CLAIMS: 

Claim 1, last line, "." has been replaced with 

-- ; predicting mission impact of network perturbations and implementation of a 
network-operations Course Of Action (COA) with respect to expected impact on 
operational effectiveness.- 



REASONS FOR ALLOWANCE 

3. The following is an examiner's statement of reasons for allowance: 

Claims 1, 5-8, 13-18 and 20-24 are considered allowable since when reading 
the claims in light of the specification, as per MPEP §21 1 1 .01 , none of the references of 
record alone or in combination disclose or suggest the combination of limitations 
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specified in independent claims, including an invention "a method for network defense, 
comprising the steps of detecting mission events by processing communications 
packets and traffic streams." 

Specifically, independent claim 1 discloses forming mission tracks by processing 
said mission events [defined at e.g. para 0018], determining active mission types 
[defined at e.g. para 0018], determining state of each mission [defined at e.g. para 
0018], estimating mission sensitivities [defined at e.g. para 0014], prioritizing network 
operations [defined at e.g. para 0028], correlating network alarms and produce a 
perturbed version of the mission state atk+1, by injecting the perturbed version with the 
set of network perturbations at a predetermined time [defined at e.g. para 0025]. 

Although 'perturbation analysis' is well known in the art, the applicant's invention 
has the novelty of implementing 'perturbation analysis' to network defense to output a 
Course of Action (COA) with respect to expected impact on operational effectiveness 
[defined at e.g. para 0009]. 

An application of the invention would be the Mission Centric Network Defense 
System (MCNDS) [defined at e.g. para 0006] for the military. 

4. Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 
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Correspondence Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KALPANA BHARADWAJ whose telephone number is 
(571)270-1641 . The examiner can normally be reached on Monday-Friday 7:30am 5:00 
pm EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Vincent can be reached on (571) 272-3080. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Bharadwaj Kalpana/ 
Examiner, Art Unit 2129 
/David R Vincent/ 

Supervisory Patent Examiner, Art Unit 2129 



